Generate SSL Cert

Here’s some steps on how to generate and setup an SSL certificate for a web site.

1. First, order a certificate from a CA, like Sectigo, or Digicert.

2. Once your order is active, they will require you to submit a CSR.
This must be generated by you, and will output two things.
It will generate your private key (for all SSL traffic). And, it will generate the CSR that
contains your public key to be signed by the CA.

3. To generate a CSR is pretty easy. There’s a wizard tool, here, that will give you the
command line string that you can execute on a linux box using openssil.

OpenSSL CSR Tool - Create Your CSR Faster | DigiCert.com

The CSR wizard looks like this:

digice rt’ TLS/SSL PKI loT Solutions About Support

OpenSSL CSR Creation

OpenSSL CSR Wizard

Qur OpenssL CSR Wizard is the fastest way to create your CSR for Apache (or any platform) using OpenssL.
Fill in the detazils, click Generate, then paste your customized OpenSsL CSR command in to your terminal,

Note: After 2015, certificates For internal names will no longer be trusted.

Certificats Details Infermation

Common Name:  bmxotcom Now just copy and paste this command into a terminal
session on your server. Your CSR will be written to
bmxot_com.csr.

Organization: | BioMerisux OT

Department:
city:  Morrisvile 8 -nodes -out bmxct_com csr -
State / Province:  NC ioMerieux OT/CH=bmxot cor
Country: US4 ~
Key Size: | RSA 2048 {recornmended) v

GENERATE 4

Here’s what the CSR wizard looks like for a wildcard domain:


https://www.digicert.com/easy-csr/openssl.htm
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Lerlincate LEetails nronmation

Common Mame: |“.ogsofifech.com Mow just copy and paste this command into a terminal
Organization: | OG Automation LLC session on your server. Your CSR will be written to
: star_ogsofttech_com.csr.
Department: | Engineering
City:  Morrisville penssl req -new -newkey rsa-4096 -nodes -out

_pgsoftiech_com.csr -keyout star_ogsofttech_com key -subj

State / Province: C /C=US/ST=Nc/L=Morrisville/0=0G Automation

Country:  USA v

Key Size:  RSA 4056 h

For the wildcard domain, the tool generates this output:

openssl req -new -newkey rsa:4096 -nodes -out star_ogsofttech_com.csr -keyout star_ogsofttech_com.key

-subj "/C=US/ST=Nc/L=Morrisville/O=0G Automation LLC/OU=Engineering/CN=*.ogsofttech.com"

NOTE: The above is listed on multiple lines ONLY for display in this article. For usage, it must
entered all on one command line.

Fill out the fields in the CSR request tool, and the right-hand pane will be what you execute as a
shell statement in linux.

4. Open a linux shell, and execute the generated command, to create your private SSL key
and CSR, like this:

NOTE: The second statement lists the folder contents, showing the generated key and CSR
files.

5. Take your SSL key and put it in a safe place, until ready to deploy it to your website.
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NOTE: We’'ve had some trouble with the Sectigo validation flow, in that the validation will
report failure (on the web page), when the certificate actually got issued.

So, don’t discard the private key you created, until you’ve confirmed via email that your CSR failed
validation.

On a previous occasion, we saw the validation fail in the Ul, and deleted the private key, to redo
the CSR submission. But, it had actually passed and the certificate was issued... but the key was
then deleted.

So, keep all versions until you have a validated key-crt pair.

6. Open the CSR file. It should look something like this:

GHU nmano 6.2 b

~ERTTETCATE DEOT

CERTIFICATE RE FLE

Paste its contents into a notepad session, so you can easily submit it to the CA website.

7. Go back to your CA website’s setup flow, and submit your CSR.
Once submitted, your CA will require some form of proof (validation) that you own the
domain they’re creating the SSL key for. This will be via email reply, a custom DNS entry,
or a file to expose on your website.

8. Go through the validation of that, and your CA will send you your signed SSL certificate
and bundle.

For example: The validation flow with Sectigo has an option for DNS registration.
To use it, you must log into your domain registrar, and add a special CNAME record to your domain,
that Sectigo will use to verify that you own the domain being registered.

A CNAME DNS entry for validating domain ownership with Sectigo looks like this:
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2379eb40d97a8e838394632baba?d627.d4136b424bd5%eael -
D CNAME _cabf45cf7b09f17bef0dd7ef0877%9ad3 . 1 Hour wr 2
2cff64805da00da.sectigo.com.
_cabf45cf7b09f17bef0dd7ef0877%ad3.0gs0 2379eb40d97a8e838394632baba?d627.d4136b424bd5%eael -
] CNAME ) 1 Hour |m] 2
fttech.com 2cff64805da00da.sectigo.com.

NOTE: It's not clear if the Name field (of the DNS record) should include the domain at the
end of the hash string. So, we added two entries; one with, and one without.

9. Once the validation steps have passed, the CA will issue your certificate (crt file) and a ca

bundle.

10. Download the crt and bundle files from your CA.
Now, you should have a key file (the private key you created with your CSR), a crt file
(your public certificate), and your CA should have given you a CA bundle file as well.

11. For Nginx to use your certificate, it must be chained with the CA bundle.
This is a simple concatenation operation. To so, make sure both crt and CA bundle files
are in the same folder, and execute the following:

12. To make one, run the following command:

$ cat www.sitecertificatefile.com.crt intermediatebundle.crt > www.example.com.chained.crt

The above command takes the site certificate file and adds on the intermediate certificate, putting
both into a composite file, called a chained certificate.

NOTE: The order of concatenation is important in the above command, as NGINX will
consider the first certificate in the chained file as your SSL certificate.

When NGINX starts up, it will attempt to match the key and first certificate in the chained file. If
they don’t match, it will give you an error like this:

SSL_CTX_use_PrivateKey_file(" ... /www.example.com.key") failed
(SSL: error:0B080074:x509 certificate routines:

X509 check _private_key:key values mismatch)

This chained certificate is what needs to be pushed into the NGINX server configuration.

Refer to this: Configuring HTTPS servers

12. Move the key and chained crt files to your Nginx host, and configure Nginx to use them.
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